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Third-Party Software Acknowledgement

This document is intended to help users of Gemalto products when working with third-party software, such as
Citrix NetScaler Access Gateway.

Material from third-party software is being used solely for the purpose of making instructions clear. Screen
images and content obtained from third-party software will be acknowledged as such.

Description

SafeNet Authentication Service delivers a fully automated, versatile, and strong authentication-as-a-service
solution.

With no infrastructure required, SafeNet Authentication Service provides smooth management processes and
highly flexible security policies, token choice, and integration APIs.

Citrix NetScaler Access Gateway is a secure application and data access solution that gives IT administrators a
single point to manage access control and limit actions within sessions based on both user identity and the
endpoint device. New threats, risks, and vulnerabilities as well as evolving business requirements underscore to
the need for a strong authentication approach based on multi-factor authentication.

This document describes how to:

o Deploy multi-factor authentication (MFA) options in Citrix NetScaler Access Gateway using the SafeNet
Push OTP solution managed by SafeNet Authentication Service.

o Configure Citrix NetScaler Access Gateway to work with SafeNet Authentication Service in RADIUS mode.

It is assumed that the Citrix NetScaler Access Gateway environment is already configured and working with
static passwords prior to implementing multi-factor authentication using SafeNet Authentication Service.

Citrix NetScaler Access Gateway can be configured to support multi-factor authentication in several modes. The
RADIUS protocol will be used for the purpose of working with the SafeNet Authentication Service Push OTP
solution.

The primary objective of the Push OTP solution is to reduce the friction around two-factor authentication, and
provide users with an improved two-factor authentication experience.

Itis likely that most users already own and always carry a device that can be used as a second factor of
authentication. Using the mobile phone as an authenticator replaces the need for a user to carry any additional
hardware. So, with Push OTP, a user can:

e Receive authentication requests in real-time via push notifications to his or her smart phone.
e Assess the validity of the request with the information displayed on the screen.

e Respond quickly with a one-tap response to approve or deny the authentication.

Applicability

The information in this document applies to:
o SafeNet Authentication Service (SAS)—SafeNet’s cloud-based authentication service

e MobilePASS+ application
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Environment

The integration environment that was used in this document is based on the following software versions:
e SafeNet Authentication Service (SAS)

e Citrix NetScaler Access Gateway—Version 10.5

Audience

This document is targeted to system administrators who are familiar with Citrix NetScaler Access Gateway, and

are interested in adding multi-factor authentication capabilities using SafeNet Authentication Service.

RADIUS-based Authentication using SAS Cloud

SAS Cloud provides two RADIUS mode topologies:

e SAS cloud hosted RADIUS service—A RADIUS service that is already implemented in the SAS cloud
environment and can be used without any installation or configuration requirements.
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e Local RADIUS hosted on-premises—A RADIUS agent that is implemented in the existing customer’s
RADIUS environment. The agent forwards the RADIUS authentication requests to the SAS cloud
environment. The RADIUS agent can be implemented on a Microsoft NPS/IAS or FreeRADIUS server.
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This document demonstrates the solution using the SAS cloud hosted RADIUS service.

For more information on how to install and configure SAS Agent for IAS/NPS, refer to:
http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS. pdf

For more details on how to install and configure FreeRADIUS, refer to the SafeNet Authentication Service
FreeRADIUS Agent Configuration Guide.

SafeNet Authentication Service: Push OTP Integration Guide

Using RADIUS Protocol for Citrix NetScaler Access Gateway
Document PN: 007-013348-001, Rev. A, Copyright © 2015 Gemalto, Inc., All rights reserved.


http://www2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS.pdf

RADIUS-based Authentication using SAS-SPE and SAS-
PCE

For both on-premises versions, SAS can be integrated with the following solutions that serve as local RADIUS
servers:

Microsoft Network Policy Server (MS-NPS) or the legacy Microsoft Internet Authentication Service
(MS-IAS)—SafeNet Authentication Service is integrated with the local RADIUS servers using a special on-
premises agent called SAS Agent for Microsoft IAS and NPS.

For more information on how to install and configure the SAS Agent for Microsoft IAS and NPS, refer to the
following document:

http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-Agents-IASNPS. pdf

FreeRADIUS—The SAS FreeRADIUS Agent is a strong authentication agent that is able to communicate
with SAS through the RADIUS protocol.

For more information on how to install and configure the SAS FreeRADIUS Agent, refer to the SafeNet
Support Portal.

RADIUS Authentication Flow using SAS

SafeNet Authentication Service communicates with a large number of VPN and access-gateway solutions using
the RADIUS protocol.

The image below describes the dataflow of a multi-factor authentication transaction for Citrix NetScaler Access
Gateway.
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A user attempts to log on to Citrix NetScaler Access Gateway using a Push OTP authenticator.

Citrix NetScaler Access Gateway sends a RADIUS request with the user’s credentials to SafeNet
Authentication Service for validation.

SAS identifies the user or mobile device, and detects that the OTP field is empty. Then:
e SAS will directly trigger a Push OTP authentication request.

e The user receives a push natification on the configured mobile device to indicate there is a login request
pending.

e The user taps on the notification to view the login request details, and can respond with a tap to approve
or deny the request (approving will require providing the token’s PIN code).
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4. The SAS authentication reply is sent back to Citrix NetScaler Access Gateway.

5. The user is granted or denied access to Citrix NetScaler Access Gateway based on the OTP value

calculation results from SAS.

RADIUS Prerequisites

To enable SafeNet Authentication Service to receive RADIUS requests from Citrix NetScaler Access Gateway,
ensure the following:

End users can authenticate from the Citrix NetScaler Access Gateway environment with a static password
before configuring Citrix NetScaler Access Gateway to use RADIUS authentication.

Ports 1812/1813 are open to and from Citrix NetScaler Access Gateway.

A shared secret key has been selected. A shared secret key provides an added layer of security by
supplying an indirect reference to a shared secret key. It is used by a mutual agreement between the
RADIUS server and RADIUS client for encryption, decryption, and digital signatures.

On the client machine, set the RADIUS timeout value at least 60 seconds.

Push OTP Prerequisites

In order to use SAS OTP, you will need:

SAS configured to enable Push OTP
MobilePASS which is supported on the following OS platforms:
e MobilePASS+ (Push OTP support)

e Android 4.x, 5.x

e iOST7+

Configuring SafeNet Authentication Service

The deployment of multi-factor authentication using SAS with Citrix NetScaler Access Gateway using the
RADIUS protocol requires the following:

Creating Users Stores in SAS, page 8

Assigning an Authenticator in SAS, page 8

Adding Citrix NetScaler Access Gateway as an Authentication Node in SAS, page 9
Checking the SAS RADIUS Server’s IP Address, page 11

Enabling the Software Token Push OTP Setting, page 12

Enabling the Allowed Targets Policy, page 13
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Creating Users Stores in SAS

Before SAS can authenticate any user in your organization, you need to create a user store in SAS that reflects
the users that would need to use multi-factor authentication. User records are created in the SAS user store
using one of the following methods:

e Manually, one user at a time, using the Create User shortcut
e Manually, by importing one or more user records via a flat file

e Automatically, by synchronizing with your Active Directory / LDAP server using the SAS Synchronization
Agent

For additional details on importing users to SafeNet Authentication Service, refer to “Creating Users” in the
SafeNet Authentication Service Subscriber Account Operator Guide:

http://www?2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-
SubscriberAccountOperatorGuide.pdf

All SafeNet Authentication Service documentation can be found on the SafeNet Knowledge Base site.

Assigning an Authenticator in SAS

SAS supports a number of authentication methods that can be used as a second authentication factor for users
who are authenticating through Citrix NetScaler Access Gateway.

The following authenticators are supported:

e MobilePASS

Authenticators can be assigned to users in two ways:
¢ Manual provisioning—Assign an authenticator to users one at a time.

e Provisioning rules—The administrator can set provisioning rules in SAS so that the rules will be triggered
when group memberships and other user attributes change. An authenticator will be assigned automatically
to the user.

Refer to “Provisioning Rules” in the SafeNet Authentication Service Subscriber Account Operator Guide to learn
how to provision the different authentication methods to the users in the SAS user store.

http://www2.safenet-inc.com/sas/implementation-guides/sfnt-updates/SAS-SPE-
SubscriberAccountOperatorGuide.pdf
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Adding Citrix NetScaler Access Gateway as an Authentication Node in
SAS

Add a RADIUS entry in the SAS Auth Nodes module to prepare it to receive RADIUS authentication requests
from Citrix NetScaler Access Gateway. You will need the IP address of Citrix NetScaler Access Gateway and
the shared secret to be used by both SAS and Citrix NetScaler Access Gateway.

1. Log into the SAS console with an Operator account.

Shortcuts < Manage: Yarivl
O CresteUser Iw",:‘f’iﬁi‘,"'ff ASSIGNMENT TOKENS  GROUPS REPORTS  SELF-SERVICE  OPERATORS POLICY COMMS

@ Authentication Activity EO =
@ Authentication Metrics O =
@é Token States O =
SMS Credits 0=

w Allocation EO =
a References 0 =

Powered by
@afeNet

2. Click the COMMS tab, and then select Auth Nodes.

Shortcuts < Manage: Yarivl
O CresteUser SNAPSHOT  ASSIGNMENT TOKENS GROUPS REPORTS  SELF-SERVICE OPERATORS  POLICY \ S

Communications Q =
Authentication Processing EHQO =
Auth Nodes B =
a SAML Service Providers O =
Custom Branding O =
Powered by

@afeNet
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3. Inthe Auth Nodes module, click the Auth Nodes link.

Auth Nodes

Auth Nodes:

Task

Description

Auth Nodes

Create and configure SafeNet Authentication Service Authentication Nodes

Auth Nodes:

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeNet Authentication Service Administrator Guide.

Add Change Log Cancel
Primary RADIUS Server IP:  64.26.164.68:1812 Evimanysalafle: Sulintication sastestagent.safenet- Max. Auth Nodes: 10
Service Agent DNS: inc.com:443
Failover RADIUS Server IP: 64.26.164.68:1812 Failover SafeNet Authentication sastestagent.safenet-

Service Agent DNS: inc.com:443

No Records

4. Under Auth Nodes, click Add.

5. Inthe Add Auth Nodes section, complete the following fields, and then click Save:

Auth Node Name Enter a host description.

Resource Name Enter a resource name which will identify in a push notification which

authentication node it relates to.

Low IP Address In Range Enter the IP address of the host or the lowest IP address in a range

of addresses that will authenticate with SAS (in this case, a range of
IP addresses is being used).

High IP Address In Range Enter the highest IP address in a range of IP addresses that will

authenticate with SAS (in this case, a range of IP addresses is being
used).

Configure FreeRADIUS Select this option.
Synchronization

Shared Secret Enter the shared secret key.

Confirm Shared Secret Re-enter the shared secret key.

Add Auth Node
Save Cancel

Auth Nodes

Auth Node Name: Exclude from PIN change requests
Resource Name: ¥ Configure FreeRADIUS Synchronization
Host Name: Shared Secret:
Low IP Address In Range: Confirm Shared Secret:

High IP Address In Range: FreeRADIUS synchronization may take up to 5 minutes to propagate in the system
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The Auth Node is added to the system.

Auth Nodes:

and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeNet Authentication Service Administrator Guide.

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization's data center and the authentication service. For improved security

Add Change Log Cancel

Primary SafeNet Authentication Max. Auth

Primary RADIUS Server IP:  109.73.120.148:1812 Serres ApEn BS agentl.safenet-inc.com:443 o0 L

Failover SafeNet Authentication

Failover RADIUS Server IP: 69.20.230.201:1812 Service Agent DNS:

agent2.safenet-inc.com:443

FreaRADIUS

Index Description Haost Name IP Address S

1 Blue Coat 84.94.215.87 84.94,215.87 True

m
=3

Remave

Displaying: 1 tolofl 4 4 r

Checking the SAS RADIUS Server’s IP Address

Before adding SAS as a RADIUS server in Citrix NetScaler Access Gateway, check its IP address. The IP

address will then be added to Citrix NetScaler Access Gateway as a RADIUS server at a later stage.

1. Loginto the SAS console with an Operator account.

Shortcuts < Manage: Yarivl
& CreateUser | PSHO ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS POLICY coOMMS

Q Authentication Activity EHO =

@ Authentication Metrics O =
Token States O =
SMS Credits @ =
m Allocation HO =
u References o =

Powered by
@afeNet

2. Click the COMMS tab, and then select Auth Nodes.

Shortcuts < Manage: Yarivl
O CresteUser SNAPSHOT  ASSIGNMENT TOKENS GROUPS REPORTS  SELF-SERVICE OPERATORS POLICY [COME
Communications O =

Authentication Processing EQO =

Auth Nodes HO =

u SAML Service Providers L

Custom Branding O =

Powered by
@afeNet
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3. Inthe Auth Nodes module, click the Auth Nodes link. The SAS RADIUS server details are displayed.

_'é Auth Nodes s

O =
Auth Nodes:
Task Description
Auth Nodes Create and configure SafeNet Authentication Service Authentication Nodes
Auth Nodes:

Using the RADIUS protocol over the Internet provides limited security of the traffic between the organization’s data center and the authentication service. For improved security
and for alternatives to RADIUS traffic, refer to the recommendations included in the SafeNet Authentication Service Admini i

ator Guide.

. . . Primary SafeNet Authentication fenet- .
Primary RADIUS Server IP: 64.26.164.68:1812 Service Agent DNS: G rar4AS Max. Auth Nodes: 10
Eailover RADIUS Server IP: 64.26.164.68:1812 Failover SafeNet Authentication sastestagent.safenet-

& AR Service Agent DNS: inc.com:443
No Records

Enabling the Software Token Push OTP Setting

Add a RADIUS entry in the SAS Auth Nodes module to prepare it to receive RADIUS authentication requests
from Citrix NetScaler Access Gateway. You will need the IP address of Citrix NetScaler Access Gateway and
the shared secret to be used by both SAS and Citrix NetScaler Access Gateway.

1. Log into the SAS console with an Operator account.

Shortcuts < Manage: Yarivl
QO CreateUser ‘T ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS POLICY cOoOMMS

B Authentication Activity £

E QO =
@ Authentication Metrics O =
@ Token States O =

SMS Credits O =
m Allocation O =
a References O =

Powered by
@afeNet

2. Click the POLICY tab, and then select Token Policies.

Shortcuts 4
| o Create User SNAPSHOT ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS
User Policies
[ﬂ Token Policies O =
g Role Management EO =
Automation Policies Q =

Powered by
@ﬁeNet
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3. Inthe Token Policies module, click the Software Token Push OTP Setting link.

lo! Token Policies Q =

Use these policies to customize the operation of tokens and how they interact with the authentication service.

Task Description

Token Templates Edit the templates used to customize token operation. Templates are applied during token initialization.
Token Passcode Processing Policy | Set how the server will evaluate passcodes and support offline authentication.

Server-side PIN Policy Set or modify the global server-side PIN policy.

Global or Groups PIN Change Trigger a "Global or Groups PIN Change on next use”

Temporary Password Policy Set or modify the length, complexity, change frequency, randomness, and lifetime of static passwords.
Synchronization Set inner and outer window synchronization parameters.

SMS/OTP Set the number of OTPs to be sent in a single SMS message, as well as delivery mode and content.
Software Token Push OTP Setting | Enable Push OTP communication with MobilePass+

Token File Creation Policy Set the default location for token file creation.

Allowed Targets Settinas Set the allowed targets to software tokens.

MP Token Devices Set and format download, installation, and removal messages for SafeNet Authentication Service MP token devices.

Third-Party Authentication Options | Set authentication options for third-party tokens, such as GrlDsure and RADIUS.

Software Token Push OTP Setting

¥ Enable Push OTP communication with MobilePass+

4. Select Enable Push OTP communication with MobilePass+, and then click Apply.

Enabling the Allowed Targets Policy

For Push OTP to be permitted during authentication the user must have a MobilePASS+ token enrolled and this
policy must be enabled.

The settings to enable this policy will determine which OS targets are presented to users during the self-

enrollment of MobilePASS tokens. You can restrict the targets on which MobilePASS+ or MobilePASS 8 tokens
are allowed to be activated or enrolled.

1. Log into the SAS console with an Operator account.

Shortcuts < Manage: Yarivl
O CresteUser I ASSIGNMENT  TOKENS GROUPS REPORTS  SELF-SERVICE OPERATORS POLICY COMMS

@ Authentication Activity

@ Authentication Metrics O =
@ Token States 0 =

SMS Credits O =
m Allocation
m References O =

Powered by
@ﬁeNet

-
1

SafeNet Authentication Service: Push OTP Integration Guide

Using RADIUS Protocol for Citrix NetScaler Access Gateway
Document PN: 007-013348-001, Rev. A, Copyright © 2015 Gemalto, Inc., All rights reserved.



2. Click the POLICY tab, and then select Token Policies.

Shortcuts 4

O Create User SNAPSHOT ASSIGNMENT TOKENS GROUPS REPORTS SELF-SERVICE OPERATORS
Uselr Policies O =
|iﬂ, Token Policies o =

g Role Management

Automation Policies O =
Powered by
CSJafeNet

3. Inthe Token Policies module, click the Allow Targets Settings link.

Token Policies

Use these policies to customize the operation of tokens and how they interact with the authentication service.

Task Description

Token Templates Edit the templates used to customize token operation. Templates are applied during token initialization.

Token Passcode Processing Policy | Set how the server will evaluate passcodes and support offline authentication.

Server-side PIN Policy Set or modify the global server-side PIN policy.

Global or Groups PIN Change Trigger a "Global or Groups PIN Change on next use”

Temporary Password Policy Set or modify the length, complexity, change frequency, randomness, and lifetime of static passwords.
Synchronization Set inner and outer window synchronization parameters.

SMS/OTP Set the number of OTPs to be sent in a single SMS message, as well as delivery mode and content.
Software Token Push OTP Setting | Enable Push OTP communication with MobilePass+

Token File Creation Policy Set the default location for token file creation.

Allowed Targets Settings Set the allowed targets to software tokens.

MP Token Devices

Set and format download, installation, and removal messages for SafeNet Authentication Service MP token devices.

Third-Party Authentication Options | Set authentication options for third-party tokens, such as GrIDsure and RADIUS.

Allowed Targets Settings

Loeepy

MobilePASS | MP-1 -

MobilePASS+

¢! Android vlios

MobilePASS 8

Android i0s ¥ Mac 0S X ¥ Windows Phone ¥ windows *! wWindows RT ¥ BlackBerry 10 ¥ BlackBerry Java

One MobilePASS application per OS type may be selected.

4. Onthe MobilePASS tab, select the desired targets to allow for each MobilePASS application, and then click
Apply.
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Configuring Citrix NetScaler Access Gateway

Configure Citrix NetScaler Access Gateway to use the RADIUS protocol as a secondary authentication method.

1. Log in to the Citrix NetScaler administrator console.

2. Onthe Configuration tab, in the left pane, click NetScaler Gateway > Policies > Authentication >

RADIUS.

v Logout

2% NetScaler VPX (10) NS10.5 54:9.0c

Documentation Downloads

Dashboard Configuration Reporting

Policies

Bindings Secondary Global Bindings Search

Name | Expression Request Server | Primary Bound? Primary Priority | Secondary Bound? Secondary Priority

Policies Q e H

&

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)

In the right pane, click Add.
4. Onthe Create Authentication RADIUS Policy window, perform the following steps:

a. Inthe Name field, enter a name for the policy.

Create Authentication RADIUS Policy

ﬁ s

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)
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b. Inthe Server field, click on the plus sign on the right.

c. Onthe Create Authentication RADIUS Server window, complete the following fields, and then click
Create:

Name Enter a name for the server.

Server Name/Server IP | Select any option.

Server Name Enter the name or IP address of the server, depending on the option
selected in the previous field.

Time-out (seconds) Enter 60.

Secret Key Enter the shared RADIUS secret.

Confirm Secret Key Enter the shared RADIUS secret again.

Create Authentication RADIUS Server x
» Details
E Close

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)

d. Onthe Create Authentication RADIUS Policy window, under Expression, click Saved Policy
Expressions and select ns_true.

e. Click Create.

Now you need to bind RADIUS authentication to the virtual server.
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5. Onthe Configuration tab, in the left pane, click NetScaler Gateway > Virtual Servers.

2% NetScaler VPX (10) Tt Logout

Dashboard Configuration Reporting Documentation Downloads

NetScaler » NetScaler Gateway NetScaler Gateway Virtual Servers [#] (7] H
Add Edit Delete | | statistics | | [ Action -] Search =
lanagement .
Name State 1P Address Port | Protacol
Optimization
cag.safenetdemos.com up 109.17.99 443 sst 0
+ Security

= NetScaler Gatewa)
Global Settings
Virtual Servers
+ User Administration
KCD Accounts
+ Policies
+ Resources

Show Unlicensed Features

Integrate with Citrix Products

&4 XenMobile

4 XenApp and XenDesktop

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)
6. Inthe right pane, select the gateway you created, and then click Edit.

7. Under Authentication, click the plus sign (+).

22 NetScaler VPX (10) - Logout

NS10.5 54.9.nc

Dashboard Reporting Documentation Downloads &

* Back

VPN Virtual Server

Basic Settings /| Hep
copsitenetilamos.com 0 " faise
Aced
10.9.17.99 t: true
443 g false
. swon false
faise e Devie Cersicnefalse
Certificates
No
@ Profiles
Authentication +
@ Intranet 1P Addresses
Primy Aithenk
® tntranet Applications
1
Published Applications "
No Ne:

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)
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8. Under Policies, complete the following fields, and then click Continue.

Choose Policy Select RADIUS.

Choose Type Select Secondary.

Choose Type X
Policies

Choaose Policy™

| RADIUS ~

Choose Type™

feooriay_________ ]
—
[ Gonee

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)

9. Under Policy Binding, in the Select Policy field, select the RADIUS policy you created in step 3, and then
click Bind.

Choose Type x

Policies 7

Choose Policy Chaose Type

RADIUS Secondary

Policy Binding

Select Policy*

rad-dc [>[+][#]

» More
Binding Details
Priority*

‘IDD |

—
Bind Close |

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)

10. Click Done.
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Authenticating Using Push OTP OOB

To avoid the duplicate password field when using SMS authentication with Citrix NetScaler Access Gateway,
hide the secondary authentication password field that is used to trigger the SMS messaging, by adjusting the
default login.js file found on NetScaler.

To customize the logon page and hide the second password field:
1. Connect to the VPX server console:
ssh/direct
2. Backup the following file:
/netscaler/ns_gui/vpn/login.js
Edit the login.js file.
4. Locate the following section:
if (pwc==2){

document.write('<TR><TD align=right style="padding-right:10px;white-space:nowrap;"><SPAN
class=CTXMSAM_LogonFont>' + ("Password2") + '</[SPAN></TD> <TD colspan=2 style="padding-
right:8px;"><input class=CTXMSAM_ContentFont type="Password" title=""'+ ("Enter password") +
" name="passwdl" size="30" maxlength="127" style="width:100%;" ></TD></TR>");

5. Add the content highlighted in yellow below:
if (pwec==2){

document.write('<TR style="display:none"><TD align=right style="padding-right:10px;white-
space:nowrap;"><SPAN class=CTXMSAM_LogonFont>' + ("Password2") + '</SPAN></TD> <TD
colspan=2 style="padding-right:8px;"><input class=CTXMSAM_ContentFont type="hidden"
value="1" title=""+ ("Enter password") + " name="passwdl" size="30" maxlength="127"
style="width:100%;" ></TD></TR>");

6. To ensure that the changes will be kept the next time the system is rebooted, do the following:
a. Run the following command to create a directory to store the modification files:
mkdir /var/customization
b. Run the following commands to copy the modified files to the customization directory:

cp /netscaler/ns_guilvpn/login.js /var/customizations/login.js.mod cp
/netscaler/ns_gui/vpn/resources/en.xml /var/customizations/en.xml.mod cp
Inetscaler/ns_gui/vpn/images/caxtonstyle.css /var/customizations/images/caxtonstyle.css.mod

c. Ifthe /nsconfig/rc.netscaler file does not exist, execute the following command to create it:
touch /nsconfig/rc.netscaler
d. Run the following commands to add an entry for each command to the rc.netscaler file:

echo cp /var/customizations/login.js.mod /netscaler/ns_gui/vpn/login.js >>/nsconfig/rc.netscaler
echo cp /var/customizations/en.xml.mod /netscaler/ns_gui/vpn/resources/en.xml
>>/nsconfig/rc.netscaler echo cp /var/customizations/images/* /netscaler/ns_gui/vpn/images/>>
Insconfig/rc.netscaler
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Running the Solution

After NetScaler is configured to use RADIUS with SafeNet Authentication Service, you can log in to the
NetScaler Access Gateway.

Connecting to Citrix NetScaler Access Gateway using Simple Mode

1. In aweb browser, open the NetScaler Access Gateway login page.

2. Enter the user name and user domain password, and then click Log On.

CITRIX' NetScaler Gateway

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)

3. A push notification message is triggered. Tap Approve.

< MobilePASS+

LOGIN REQUEST FROM

Citrix Netscaler

Bob

-1 minute ago
04:20 PM GMT

DENY APPROVE
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4. Enter the PIN and tap Continue.

TOKEN AUTHENTICATION

Token PIN

CANCEL CONTINUE

Once you tap Submit, you are authenticated to Citrix NetScaler Access Gateway.

(The screen image above is from Citrix® software. Trademarks are the property of their respective owners.)
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Customizing the Citrix NetScaler Logon Page

When multi-factor authentication is configured on the Access Gateway Enterprise Edition, the user is prompted
for User name, Password 1, and Password 2. The Password 1 and Password 2 fields can be changed to
something more descriptive, such as Windows Password or SafeNet passcode.

To change text on the logon page:
1. Log in to the Citrix NetScaler computer using SSH.
2. Goto/netscaler/ns_gui/vpn/resources.

In the Resources folder, you will find several XML files, one for each language (for example, en.xml for
English). This example uses the English version. For other languages, follow the same procedure.

Take the backup of the en.xml file.
4. Open the en.xml file using a text editor.

Search for the Password string and replace it with your text (for example, Windows Password).

TS ERY S T TEE SO T R TR T e T S TS =g

<Property id="Enter user name" property="title">Enter user name</Property>
<String id="Password">Password</String>

<String id="PSSSWORd2E>Password 2:</String>

<String id="Enter password">Enter password</String>

Search for the Password2 string and replace it with your text (for example, SafeNet Passcode).
Save the en.xml file.

Go to /netscaler/ns_guilvpn.

© © N o

Take the backup of the login.js file.
10. Open the login.js file using a text editor.
11. Search for the following line:
if (pwc ==2) {document.write('&nbsp;1'); }
12. Delete the character 1 and save the login.js file.

The modifications result in the labels Password 1 and Password 2 being changed to Windows Password
and SafeNet Password respectively.

Before:

Welcome
Please log on to continue

User name:
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After:

™
CITRIX" Access Gateway™

Welcome
Please log on to confinue.

User name:

Windows Password :

SafeNet Passcode:

Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you
have read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer
Support. Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this
service is governed by the support plan arrangements made between Gemalto and your organization. Please
consult this support plan for further information about your entitlements, including the hours when telephone
support is available to you.

Contact Method

Address

Phone

Technical Support
Customer Portal

Contact Information

Gemalto, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017 USA

United States 1-800-545-6608
International 1-410-931-7520

https://serviceportal.safenet-inc.com

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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